Cornamenue
00 2J1eKTPOHHOM B3aumoaeicTBuu Ne

HACTOAIEE COI'VTAHIEHUE Ob 3JIEKTPOHHOM
B3AVMMO/JIEMCTBHUHU («Coramenney») 3aKI0UeH0 «_ »
20 roja Mexnuy:

O0mecTBOM ¢  OrpaHMYEHHOH  OTBETCTBEHHOCTHIO
«OmnepaTtop-LHPIIT», HAMEHYEMBIM B JlanbHeeM
«OmnepaTop», 0T UMEHH KOTOpOro AeuctByer [®] [Vkazamw
00ICHOCMb (MPU HATUYULL), PaMUIUio, UM, Om4ecmeo (npu
nanuyuu)] Ha OCHOBAaHUH [e] [Vkazamo
npasoycmanasIUeaowull (ycmas)
008epeHHoCcmb (UX peKkeusumsl)], ¢ OMHON CTOPOHBI, U

OOKYMeHm unu

[e] [Vxazamy UHOCTPAHHOU
opeanuszayuu], AIMEHYEMbIM B JaJbHEAIIEM «YYACTHUK», OT
UMEHU KoToporo JeiictByer [e] [Vkazamo
HAUMeHO8aHUue npeocmasumensi - 0OpPuUOUYecKkozo auya /
pamunuro, ums, omuecmeo (Npu HAAUHUU) NPEOCMABUMENST -
Gusuneckozo auya / 00adCHOCMb (MPU HATUYNUL), BamMuauio,
UM, OMYecmseo (Mpu HAAUYUL) PYKOBOOUMENS UHOCTHPAHHOU
opeanusayuu] Ha [®] [ Vkazamo
NpPAoOyCMAHAGIUBAIOWULL OOKYMEHM U O008EPEHHOCb (UX
pexeuzumsl)], ¢ APyroil CTOPOHBI, COBMECTHO HMEHYEMBIMH B
nanbHeimeM «CTOpOHBIY.

nojiHoe HAaumeHoearue

noJjiHoe

OCHOBaHHH

ITPEAMBYJIA:

A. B cootBercTBHH ¢ pacropsbkeHueMm lIpaButenncTBa
Poccuiickoit @eneparmu ot 18 nexadpst 2018 1. Ne
2828-p 00111eCTBO c OrpaHUYEHHOMN
orBeTcTBeHHOCTRIO «Omepatop-LPIIT» ompeneneHo
OpraHu3alKeN, YIOJTHOMOYEHHON Ha OCYILECTBICHHE
¢ynkmii oneparopa Cucremsr MJII;

B. VYwacrHuk SIBIISIETCSI SMHUTEHTOM CpencTB
UAeHTH(GUKAIMK - Jep)KaTeleM JH00 BIaAelbleM
PETHCTPAIOHHOIO YIOCTOBEPEHHS JIEKAPCTBEHHOT'O
Ipernapara IpH HPOWU3BOACTBE JICKAPCTBEHHOTO
npenapara BHe Teppuropuu Poccuiickoit @enepanyn
B COOTBETCTBHH ¢ ITocTaHoBiIeHHEM IIpaButenscraa
Poccutickoit ®eneparmu ot 14 gexadbps 2018 r. Ne
1556 «O6 yrBepxnmenun IlomoxeHns o cucTeme
MOHHUTOPHHTA JIBIKEHNUS JIEKaPCTBEHHBIX MPEMapaToB
JUTSL MEIUIIHCKOTO TPUMEHEHHS;

C. B memsx coOmoeHust TpeOOBaHMI JEHCTBYIOIIETO
3aKOHOJATEILCTBA Denepanuun

YyacTHUK BHECCHHE

Poccwmiickoit

00s13aH o0ecreYnTh
nHPOPMANINK, TepeueHb KOTOPOH  ONpeAescH
3aKoHOAaTenbCcTBOM Poccuiickoit deaepainnu, B TOM
Yyclie O  JIGKAapCTBEHHBIX  IHpenaparax  ajs
MeaunrHCKoro npumenenwns, B Cucremy MUIIL;

D. Hacrosmum CTOpOHBI peMIvIA ONPEACTUTh MTOPSI0K
HCIOJIb30BAaHUsl JIEKTPOHHOM MOJIUCH B MpOLECCE

HX B3aMMOJECHCTBUS APYT C APYTOM.

Agreement
on electronic interaction No.

THIS AGREEMENT ON ELECTRONIC INTERACTION
(“Agreement”) is concluded on 20
between:

Limited Liability Company “Operator-CRPT?”, hereinafter
referred to as the “Operator”, represented by [e] [Indicate
position (if any), last name, first name, patronymic (if any)]
acting based on [e] [Indicate title document (charter) or power
of attorney (with details], on the one hand, and

[e] [Indicate the full name of the foreign company], hereinafter
referred to as the "Participant", represented by [e] [Indicate
the full name of the representative - the legal entity / last name,
first name, patronymic (if any) of the representative - the
individual / position (if any), last name, first name, patronymic
(if any) of the head of the foreign company] acting based on [e]
[Indicate the title document or power of attorney (with
details)], on the other hand, hereinafter collectively referred to
as the "Parties".

PREAMBLE:

A. In accordance with the Decree of the Government of
the Russian Federation No. 2828-r dated December
18, 2018, the Limited Liability Company “Operator-
CRPT” is authorized to perform the functions of the
operator of the MDLP System;

B. The Participant is the issuer of identification means -
the holder or owner of the registration certificate of
medicines produced outside the territory of the
Russian Federation in accordance with the Decree of
the Government of the Russian Federation No. 1556
dated December 14, 2018 “On Approval of Provision
of Track and Trace System of Medicines for Medical
Use”;

C. Inorderto comply with the requirements of the current
legislation of the Russian Federation, the Participant
is obliged to ensure the entering of information, the list
of which is determined by the legislation of the
Russian Federation, including on medicines for
medical use, into the MDLP System;

D. The Parties hereby decided to determine the procedure
for using electronic signatures in the process of their
interaction with each other.



CTOPOHBI JOI'OBOPUJINCH 0]
HUWXECJIEAYIOIEM:

1. TepmuHsbI U onpeaeeHUs
1.1. JIns neneii CornameHus UCIIONb3YIOTCS OHSTHUS:

a) AyTreHTH(QMKAUMS — KOPPEKTHHIH BBOJ YUYaCTHHKOM
Jloruna u ITaposs B JTuunoMm xabuHeTe YuactHuka B Cucreme
MJIJII, B pe3yapTaTe 4Yero YYacTHUKY MPEIOCTaBIISIOTCS
mpaBa M0Jb30BaHusl (yHKUMOHAIOM JlmyHoro kaOuHeTa
Cucremsr MIJIIT.

0) JloroBopbI — fajiee COBMECTHO:

e JloroBop MO MpPEIOCTaBIEHUIO YCTpOICTBa
perucTpanyyu SMHUCCHU CyObeKTaM OOpaieHus
JIEKAPCTBEHHBIX CPENCTB (HEpe3WIeHTaM) Ha
0e3B0O3ME3/THOI OCHOBE;

e JloroBOop IO MPENOCTABICHUIO YCTPOWCTBA
perucTpaiyyu SMHCCHU CyObeKTaM OOpalieHus
JIEKapCTBEHHBIX CPEACTB (HEpe3UICHTaM) IyTeM
NpPEeAOCTaBICHNS yAAJIEHHOTO JOCTYIIa K HeMY Ha
0e3B03ME3IHOI OCHOBE;

e JloroBop Ha OKa3aHHE YCIYT IO MPEIOCTAaBICHUIO
KOJIOB MapKUPOBKH CYOBEKTaM OOpalleHus

JIEKapCTBEHHBIX CPEACTB (HEpe3UaeHTaM ).

B) JlokyMeHT — o011iee Ha3BaHHE I JOKYMEHTOB, B TOM YHCIIE

JNIEKTPOHHBIX,  KOTOPBIMH  oOMeHHBalOTCsi  CTOPOHBI
CornarueHus.
r) KypHanx coObITHH — DJCKTPOHHBIA  JOKYMEHT,

MIPE/ICTABIISIIOIINKI cO0OM conepikanue Jor-gaitna mno yduery
neiictBuil  (akTuBHOCTH) YdyactHuka B Cucreme MJUJIII,
(aKkTOB MOAMUCAHNSA YYACTHUKOM 3JIEKTPOHHBIX OKYMEHTOB
IIpocToil 231EKTPOHHON MOAIHUCHIO.

1) 3akoH «O nepcoHATbHBIX JaHHBIX» - DenepanbHbI 3aK0H
Poccuiickoit @emepanun ot 27.07.2006 N 152-®@3 «O
TIEPCOHAIBHBIX JAHHBIX).

e) Jluunplii kaOuHer YyactHuka B Cucreme MIJIIT —
MJUJIIT, coJepxKaIui
MepcOHU(UIMPOBaHHYI0O  MHG)OPMALUIO W JOCTYIHBIN
VYuactauky ¢ynkunonan Cucremsr MJIIT B cooTBeTCTBHE C
npepocraBieHHbIME  OmepaTopoM TpaBaMu  JOCTylla Ha

DJIEMEHT CucreMsl

CO3/IaHuE, 00paboTKy, COIJIacOBaHHE, HOOINCAHNE
AJIEKTPOHHBIX JOKYMEHTOB. PYKOBOJCTBO  IOJb30BATEIs
Jlmuroro xabwnera VYuactamka B Cucreme MJUJIIT

MpeAcTaBIeHO0 Ha odurmaibHoM caiite Omeparopa B
nH(OPMAIMOHHO-TEIIEKOMMYHHKAIMOHHOM cetn «HTepHeT»
u (wmn) B Cucreme MJIIT.

k) JIOrMH — yHUKalbHAas IOCIEOBATEIBHOCTh CHMBOJIOB,
KoTOpast Omneparopy OJTHO3HAYHO
naeHTuuIupoBaTh Yuyactauka B Cucreme MJIJIIL.

3) OxHOPAa30BbIii MAP0JIb — YHUKAIBHAS TIOCIIEIOBATEILHOCTh
MpeocTaBisieMasl Y YacTHHUKY

npeayCMOTPEHHOM COFJ'IaIHGHI/IGM, KOTOpass MpeACTaBIIACT

TIO3BOJIACT

CHMBOIJIOB, B TIOpsAAKE,

co0oit kiou [IpocToii 3eKTPOHHOM MTOAIINCH, HCIIONb3YEMBIH
Y4YacTHUKOM WIH €ro MNpeACcTaBUTENeM I HOANUCAHUS

THE PARTIES AGREED ON THE FOLLOWING:

1. Terms and Definitions
1.1. For the purposes of the Agreement, the following
terms shall be used:
a) Authentication shall mean the Participant's correct entry of
the Login and Password in the Participant’s User Account in
the MDLP System, as a result of which the Participant shall be
granted the right to use the functionality of the User Account of
the MDLP System.
b) Contracts shall hereinafter collectively be referred to as:
e Contract for provision of emission registrar to
pharmaceutical entities (non-residents) on a free-
of-charge basis;

e Contract for provision of emission registrar to
pharmaceutical entities (non-residents) by means
of providing the remote access to it on a free-of-
charge basis;

e Contract for services on provision of marking
codes to pharmaceutical entities (non-residents).

¢) Document shall mean a common name for documents,
including electronic ones, exchanged between the Parties to the
Agreement.

d) Event Log shall mean an electronic document representing
the contents of a log file for recording actions (activities) of the
Participant in the MDLP System, actual signing of electronic
documents by the Participant via basic electronic signature.

e) Law “On Personal Data” shall mean the Federal Law of the
Russian Federation No. 152-FZ dated July 27, 2006 “On
Personal Data”.

f) Participant’s User Account in the MDLP System shall
mean an element of the MDLP System that contains
personalized information and functionality of the MDLP
System available to the Participant in accordance with the rights
granted by the Operator to create, process, coordinate, sign
electronic documents. The User Account Guide of the
Participant in the MDLP System is given on the Operator’s
official website in the information and telecommunications
network “Internet” and/or in the MDLP System.

g) Login shall mean a unique sequence of characters that allows
the Operator to uniquely identify the Participant in the MDLP
System.

h) One-time password shall mean a unique sequence of
characters provided to the Participant as provided in the
Agreement, that is a basic Electronic Signature key used by the
Participant or his/her representative to sign electronic



SJIEKTPOHHBIX JTOKYMEHTOB, a TakKXK€ HJIsl HHBIX JEHCTBUH,
npeaycMoTpeHHbIX pyHkuonanmom Cucrembr MJIIT.

u) I[Maponp — yHHWKanbHAs MOCIEIOBATEIFHOCTH CHMBOJIOB,
MU3BECTHAS TOJBKO YUACTHUKY, CO3JaHHAsE Y YaCTHUKOM  JUIS
Bxona B JImunbli kaOuHer YuactHmka B Cucreme MJIJIII.
[Mapons nomxeH mpenacraBisATh co00H OyKBeHHO-IM(POBOI
KOJI, YCTAaHOBJICHHBIN B MOpPSAKE, YKa3aHHOM B PykoBoncTe
mojibp3oBarens JlnuHoro kabmuHera YuactHuka B Cucreme
MJJIIL.

k) IlepcoHaqbHBIE JaHHBIE — B COOTBETCTBUM C 3akoHOM «O
MIEPCOHATBHBIX JaHHBIXY JIF00ast HHGOPMAIIHs, OTHOCIIIASICS K
MPSIMO WJIM KOCBEHHO ONPEJIEJICHHOMY HIN OMNpeAesieMoMy
¢usneckoMy JUILY (CYOBEKTY NEPCOHANTBHBIX JaHHBIX).

n) Honoxenne — IlonokeHHe O cHCTEeME€ MOHHUTOPUHTA
JIBIDKEHUSI JIEKAPCTBEHHBIX TPENapaToB sl METUIMHCKOTO
MIPUMEHEHNS, yTBEPKICHHOE MIOCTaHOBJIEHUEM

IIpaBurenscTBa Poccuiickoii ®enepanuu ot 14 nexkadps 2018
r. No 1556 «O0 yrBepxaenuu IlomoxeHuss o cucreme
MOHHUTOPUHTA JBWXEHUS JICKApPCTBEHHBIX IpenapaTtoB [Uis
MEIUIMHCKOT O PUMEHEHHS.

M) [Ipocras 3nexTponHass moanuch, I - snekrpoHHas
HNOAMNCh, KOTOpasi IIOCPEACTBOM HCIONb30BAaHUS KOIOB,
thakr

OIpeIeNICHHBIM

rlaponeﬁ HJIn HWHBIX CpeacTB IMOATBEPKIAACT

(hOpPMHPOBAaHUS  DJIEKTPOHHON  MOAIHCH
qunoMm. Jns wnenmeit Cormamenust Ilpoctoit amexTpoHHOM
NOAINKCHIO TIpU3HAETCA COBOKYNHOCTh Jloruna, Ilapons,
OpnHopa3oBoro mapois, TTO3BOJISFOLITIX Omnepatopy
OJHO3HAYHO AyTEHTU(DHUIIMPOBATH VYyacTHHKa npu
MOATMCAHUH DJIEKTPOHHBIX JTOKYMEHTOB B JIMuHOM KabuHeTe
VYuacrauka B Cucreme MJIJIII.

H) Cucrema MJIJIII - denepanbHas rocynapcTBeHHAs
nH(pOpPMaMOHHAS MOHHUTOPHHIA  JBIKECHUS

JICKApCTBEHHBIX IIPETIapaToB IS MEAUIIMHCKOI'O MPUMEHEHUS

cucremMa

OT  MNpPOM3BOAUTENS  JIO noTpeduTens ¢
HCTIONIb30BAaHUEM B OTHOIIEHWHU JIEKAPCTBEHHBIX IIPENapaToB
JUTSL METULITHCKOTO IIPUMEHEHUS CPENICTB HIACHTU(DHKAIINHL.

0) YcuaeHHasd KBaIM(GUUIMPOBAHHas  3JEeKTPOHHASA
nognuck, YKOJII — onekTpoHHass MOAMUCH, KOTOpas
COOTBETCTBYET CJENyIOIUM Mpm3HakaMm: (i) momydeHa B
pe3ynbTare Kpunrorpaduueckoro peodpa3oBaHus
nHpopManMM C HUCIOIB30BAHHEM KIOYa 3JIEKTPOHHOH
moxanucH, (il) MO3BONSET OMPENSNUTh JIUIO, IOIFCABIIEe
SIEKTPOHHBIN JOKYMEHT, (iii) MOo3BONseT OOHAPYXKHUTH (aKT

KOHCYHOTI'O

BHECEHUS! H3MEHEHMHA B OJJIEKTPOHHBIM JOKYMEHT IOCIIE
MOMEHTa €ro moanucanusl, (iv) co3/IaeTcsl ¢ UCIOIb30BaHUEM
CpPEICTB DJJIEKTPOHHOW moanucu, (V) KII0Y TPOBEPKH
UIEKTPOHHON TMOAMMCH YKa3aH B  KBaIM(UIMPOBAHHOM
ceprudukare, (vi) IS CO3TAHUS W TPOBEPKH DIIEKTPOHHOM
MIOATIMCH HCHOJB3YIOTCSI CPEJICTBA 3JIEKTPOHHOHN ITOMIMICH,
MMEIOIINEe TOATBEPXKICHHE COOTBETCTBUS TPEOOBAHMSM,
YCTAQHOBIICHHBIM B COOTBETCTBHHM C 3aKOHOJATEIbCTBOM
Poccuiickoit ®enepanum.

m ODJIEeKTPOHHOe B3aUMOJecTBHE — TIporlecc oOMeHa
Croponamu CorianieHus B MpOIecce B3anMOACHCTBHS IPYT C
JpyroM DJIEeKTPOHHBIMHU JOKYMEHTaAMHU.

documents, as well as for other actions provided for by the
functionality of the MDLP System.

i) Password shall mean a unique sequence of characters known
only to the Participant created by the Participant to enter the
Participant’s User Account in the MDLP System. The password
shall represent an alphanumeric code established in the manner
specified in the User Account Guide of the Participant in the
MDLP System.

j) Personal data shall mean any information related directly or
indirectly to a specific or specified individual (subject of
personal data) in accordance with the Federal Law “On
Personal Data”.

k) Provision shall mean the Provision of the Track and Trace
System of medicines for medical use, approved by Decree of
the Government of the Russian Federation No. 1556 dated
December 14, 2018 "On Approval of Provision of Track and
Trace System of Medicines for Medical Use”.

I) basic electronic signature (SES) shall mean an electronic
signature formed by use of codes, passwords or other means
that confirms the generation of the electronic signature by a
particular person. For the purposes of the Agreement, a
combination of Login, Password, One-time password shall be
recognized as a basic electronic signature that allow the
Operator to uniquely authenticate the Participant when signing
Electronic documents in the Participant’s User Account in the
MDLP System.

m) MDLP System shall mean a federal state track and trace
information system of medicines for medical use from producer
to end-user using identification means for medicines for
medical use.

n) Enhanced qualified electronic signature (EQES) shall
mean an electronic signature that meets the following criteria:
(i) obtained as a result of cryptographic processing of
information using an electronic signature key, (ii) allows
identification of the person signed the electronic document, (iii)
allows detecting changes to the electronic document after its
signing, (iv) created using electronic signature means, (v)
verification key of the electronic signature is indicated in a
qualified certificate, (vi) electronic signature means with
confirmation of compliance to the requirements established in
accordance with Russian legislation are used to create and
verify electronic signatures.

0) Electronic interaction shall mean the process of exchange
of Electronic documents by the Parties to the Agreement in the
process of interaction with each other.



p) DJEKTPOHHBIN JAOKYMEHT — JOKYMCHTHpPOBAaHHAS
WHpOPMAIUS, IPEICTABIICHHAS B JJICKTPOHHOM (hopMe, TO eCTh
B BHJE, TMPHUTOJHOM JUISI BOCIPHUITHA YEIOBEKOM C
HCTIONB30BAHUEM 3JICKTPOHHBIX BBIYUCIUTEIBHBIX MAIIVH, a
TaKKe TUTST reperaun o HHPOPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIM  CETSIM 0o0paboTkn B
WH(POPMAIIMOHHBIX CHCTEMaX.

¢) DJIeKTPOHHAsl MOANMHCH - WHPOpPMAIUA B SJICKTPOHHOU
(dbopme, KoTopas NMPHCOCTUHCHA K Ipyrod WH(OpMamum B
ANIEKTPOHHON (opMe (TOMMUCHIBAEMON WH(OPMAIINN) FITH
WHBIM 00pa30M CBs3aHA C Takod WHQOpMAaIUCH, U KOTOpas

nim

UCTIONB3YeTCS JUIA  ONPEICIICHUs JIUIA, MOAMUACHIBAOIICTO
nHpopmanuio.

WNuple TepMuHbl, He mpeaycMoTpeHHble CoranieHueM,
YIOTPEOIIOTCS B MPEIYCMOTPEHHOM
3aKoHO/aTenbCTBOM Poccuiickoit denepanuu, [Tonoxkennem, a
Taxoke B JloroBopax.

3HAYCHUH,

2. Mpeamer CoryameHus
2.1. PykoBOACTBYACh IOJOKEHUSMHU IIyHKTa 2 CTaThbH
160, nynkra 2 crathu 434 I'paxxnanckoro Komekca
Poccuiickonn ®enepanuy, PenepanbHOro 3aKOHA
Poccuiickoit ®eneparu ot 06.04.2011 N 63-03
«O06 snexTpoHHOW moAnuch», CTOPOHBI MPHUIILTH K

COTVIAIICHUIO HUCIONB30BaTh  CIHCOYIONIME BHABI
JNIEKTPOHHBIX HOATIHCEeH B nporiecce
B3aUMOJEHCTBHA, JOKYMEHTOO0OpOTa JApyr ¢
apyrom: g Omepatopa - yCHJIGHHas

KBAIU(UIMPOBAHHAS 3JIEKTPOHHAST TOINHUCH; IS
VYuacTHUKa — MpoOCTasi 3JIEKTPOHHAs IOANUCH JTHO0

yCWIECHHAs  KBAIM(DUIMPOBAHHAS  DIEKTPOHHAS
moanuck (MpHM HANWYWK), B TOM HYHCIE, TIIPH
3aKJIIOYEHHH, U3MEHEHHHN, PacTOp)KeHUH

opopmisemMbx Mexay Croponamu JloroBopos,
ohOpPMIIEHHH  THPWIOKEHHH K 3a5BOK,
YBEIOMJICHUH W UWHBIX JOKYMEHTOB B paMKax
JloroBopoB, a TakKe MHBIX IOPUIUMYECKUX 3HAUNMBbIX
HokymentoB Mexny CropoHamu, B TOpSIKE,
npeaycMoTpeHHoM CorameHnem.

CTOpOHBI NPUIUIM K COMJIAIIEHHIO, YTO B CIydae
TIOATIMCAHUS Y4acTHHUKOM B paMKax
B3ammMozeiicteus ¢ Omnepatopom JJOKyMEHTOB, B TOM
yuciie JloroBopoB, NPUWIOKEHUH K HHUM, 3asBOK,

HHM,

2.2.

YBEJOMJICHHH M HWHBIX JOKYMEHTOB B paMKax
JloroBopoB NpOCTOM  3JIEKTPOHHOW  IOAINMKCHIO,
CropoHBl OyAyT pPYKOBOACTBOBATHCS YCIIOBHSIMH,
MIPEAYCMOTPEHHBIMU HACTOSIMM COraleHneM.
CTOpOHBI HACTOSIIMM MPHU3HAIOT, YTO HAYaJIOM
JNEUCTBUS  TIPa)KAAHCKO-TIPaBOBBIX  IOCIIEICTBUH,
CBSI3aHHBIX C ToydeHrneM CTOpPOHAMH IOPUANIECKH
3HAYMMBIX COOOWIEHWH B paMKax HCIIOJHEHUS
Cornamenust SBISIETCSI MOMEHT MX JIOCTaBKH IPYTron
CropoHe WM ee IpeICTaBUTEIIIO.

2.3.

p) Electronic document shall mean a documented information
presented in electronic form, that is, in a human-readable form
using electronic computers, as well as for transmission via
information and telecommunication networks or processing in
information systems.

g) Electronic signature shall mean an information in
electronic form that is attached to other information in
electronic form (signed information) or is otherwise associated
with such information, and which is used to identify the person
signing the information.

Other terms not provided for by the Agreement shall be used in
the meaning provided for by the legislation of the Russian
Federation, the Provision, as well as in the Contracts.

2. Subject of the Agreement

2.1. In accordance with the provisions of clause 2 of
Article 160, clause 2 of Article 434 of the Civil Code
of the Russian Federation, the Federal Law of the
Russian Federation No. 63-FZ dated April 06,
2011“On Electronic Signature”, the Parties agreed to
use the following types of electronic signatures in the
process of interaction, document flow with each
other: for the Operator - an enhanced qualified
electronic signature; for the Participant - a basic
electronic signature or an enhanced qualified
electronic signature (if any), including, upon
conclusion, amendment, termination of the Contracts
drawn up between the Parties, execution of annexes,
applications, notifications and other documents
attached to such documents under the Contracts, as
well as other significant legal Documents between
the Parties, as provided in the Agreement.

2.2. The Parties agreed that if the Participant signs the
Documents, including the Contracts, annexes,
applications, notifications and other documents
attached to such documents under the Contracts by
means of a basic electronic signature, as part of the
interaction with the Operator, the Parties shall be
guided by the conditions provided for by this
Agreement.

The Parties hereby acknowledge that the
commencement of civil law consequences associated
with the receipt by the Parties of any legal
communications as part of the implementation of the
Agreement shall be upon delivery to the other Party
or its representative.

2.3.



3. YciaoBusi npu3HaHusA JJIEKTPOHHBIX T0KYMEHTOB,

NMOANHUCAHHBIX €O CTOPOHBI YYaCTHUKA IPOCTOMH
3JIEKTPOHHOI MOANKCHI0, PABHO3HAYHBIMH

AOKYMEHTaM Ha 6yMa)KHOM HOCHUTEJ€e, MOANMHCAHHBIM

3.1

3.2.

3.3.

3.4.

c00CTBEHHOPYYHOI NOANNCHIO

CTOpoHBI TMOATBEPXKAAIOT, UYTO HAa OCHOBAHHUU
CornatreHus DJIeKTPOHHBIE JIOKyMEHTHI,
MOJINMCaHHbBIE CO CTOpOoHBl YuactHuka [IOII,
MIPU3HAIOTCS 3JIEKTPOHHBIMU JIOKyMEHTaMH,
PaBHO3HAYHBIMU 10 IOPUANYECKOM cuie
JNOKYMCHTaM, COCTaBJICHHBIM Ha  OyMa)KHOM
HOCHUTEIE, MOIITHCAHHBIM COOCTBEHHOPYYIHOM

TIOATUCHIO ¥ 3aBEPEHHBIM I1€YaThI0 (IIPU HAJIMYHHN)
VYuactauka. CTopoHbl corjacHbl ¢ Tem, 4yTto [IDI1
SIBIISIETCST AHAJIOTOM COOCTBEHHOPYYHOW IOJIHCH
Vyactauka B Cucreme MJUIII u umMmeer paBHYIO
opuaudeckyro  cuty.  Kaxmas w3 CtopoH
Cornamenuss mpu3HaeT DJIEKTPOHHBIE JOKYMEHTHI,
HO/ITUCaHHbIE

DNEeKTPOHHOM MOJITUCKIO B

COOTBECTCTBHUU C YCJIIOBUAMU COFHaLHeHI/Iﬂ, B
Ka4ecTBe JIOKYMEHTOB, HEe TPeOyIOIHX opOopMIIeHHs
Ha OyMaxHOM Hocutene. Takue ODIEKTPOHHBIC
JIOKYMEHTBI IIOPOKIAIOT FOPUINUECKUE ITOCIICACTBHS
W/WIM TIOATBEPXKIAIOT (akThl U OOCTOSTENHCTBA, B
CBSI3U C KOTOPBIMU OHHM O()OPMJICHBI U HE MOT'YT OBITh
ocriopeHsl CTOpOHaMM Ha TOM OCHOBaHMH, 4YTO
[IPOU3BEACHHbIE  JEHCTBUS M ONepaluu  He
MIOATBEPKAIOTCSA JOKYMEHTaMH, COCTABIIEHHBIMU Ha
OyMa)<HOM HOCHUTEJIE.

ONeKTpOHHbIE  JOKYMEHTBl  (DOPMHUPYIOTCS |
MOATNMUCHIBAIOTCST YUacTHUKOM B JInuHOM KaOuHere
VYuacrauka B Cucreme MJIJIII.

Vkazaunsle B [I1DI1 YuacTHHUKA CBEACHUS CBSI3aHBI C
copMUPOBAHHBIM U TOANTUCAHHBIM DJIEKTPOHHBIM
JOKYMEHTOM.
ONeKTPOHHBIN JIOKYMEHT, MIOJIMCAaHHBIN
1311, npusnHaercs CropoHaMu
MOJAINUCAaHHBIM TMPOCTON 3JIEKTPOHHOM MOJIKUCHIO
VYyacTHHKA ¥ 3aBEpEHHBIM I€YaThI0 (MIPU HAIWYIHN),
MOJUTMHHBIM  (MCXOISIINM OT YYacTHHKA) TIpH

OTHOBPEMEHHOM COOII0IEHUN CIIETYFOIITIX

YyacTHUKOM

YCIIOBUH:
i.  DJEKTPOHHBIN JOKYMEHT HAlpaBieH W3
JInunoro xabunera Yuactauka B Cucreme

MJUIIT;

ii. DJEKTPOHHBIA  JOKYMEHT  COIEPIKHUT
MPOCTYIO SIICKTPOHHYIO MOMIHNCh
VYyactHuKa, c(hOpMHPOBaHHYIO B
COOTBETCTBHH C MPABUIIAMH, YKA3aHHBIMH B
Cornamenuu.

4. TlpaBuia onpejejeHus JIMIA, MOANUCHIBAIOIIET0

DJIEKTPOHHBIH IOKYMEHT

3. Conditions for the recognition of Electronic documents
signed by the Participant via basic electronic signature

3.1

3.2.

3.3.

3.4.

4,

as equal to hard copy documents signed with
handwritten signature

The Parties confirm that, on the basis of the
Agreement, the Electronic documents signed by the
Participant via SES shall be recognized as electronic
documents equal to hard copy documents of equal
legal force, signed with own signature and certified
with seal (if any) of the Participant. The Parties
agreed that the SES is an analogue of the Participant’s
own signature in the MDLP System and has equal
legal force. Each of the Parties to the Agreement
acknowledge the Electronic Documents signed with
Electronic Signature in accordance with the terms of
the Agreement as documents that do not require
paperwork. Such Electronic Documents create legal
consequences and/or confirm the facts and
circumstances in respect of which they are drawn up
and cannot be disputed by the Parties on the grounds
that the actions and operations performed are not
confirmed by hard copy documents.

The Electronic documents shall be generated and
signed by the Participant in the Participant’s User
Account in the MDLP System.

The information specified in the Participant's SES
shall be related to the generated and signed Electronic
Document.

An electronic document signed by the Participant via
SES shall be recognized by the Parties as a document
signed via a basic electronic signature of the
Participant and certified by a seal (if any), an
authentic one (issued by the Participant) unless and
until all of the following conditions have been
fulfilled:

i. The electronic document shall be sent from
the Participant’s User Account in the MDLP
System;

ii. The electronic document shall contain a
basic electronic signature of the Participant,
generated in accordance with the rules
specified in the Agreement.

Rules for determining the person signing the
Electronic Document



4.1.

4.2.

4.3.

4.4,

VY9acTHUK, NOANHUCHIBAIOIIUI DJIEKTPOHHBIH
nokyment [1911, nmpoxoaut ayTreHTH(HUKAINIO B
Cucreme MJUJIII o Jloruny/Ilapomto u o
OnHOpa30BOMY MapoIIio.

JlokazaTenbCcTBOM ayTeHTH(UKAIMKM YYacTHUKA B
Cucreme MJUIII, mpuromHsIM @pu pa3pelieHun
CIIOpOB B Cy/l€, CUHMTAeTCsl IpEdbsBICHHE
Y4acTHUKOM JBYX (akTOpoB ayTeHTU(UKAIUK B
Cucreme MJIJIIT:

i. ayrentudukauus no Jloruny u Ilapomro.
VY4acTHUK J0DKeH mnpuMeHsiTh JloruH u
[Maponb myst ycriemHoi ayTeHTUQUKAIMN B
Cucreme MJUIIL. Jlormn u Ilapons
3a/at0Tcsl YYaCTHUKOM B COOTBETCTBHHU C
PykoBoncTtBoM  momb3oBarens  JInuHoro
kabunera Yuactauka B Cucteme MJIJIII.

ii. ayrentudukamms mo  OJHOPa3OBOMY
napoitr, cresepupoBaHHoMy Cucremoi
MIJII B COOTBETCTBUM C paszeioM 5
Cornamenus.

Cucrema  MJIUJIII  ocymecTBiasieT  NMPOBEPKY
BBCACHHBIX YyacTHUKOM I/I}lCHTI/Id)I/IKaLII/IOHHI)IX
nanHbIX (Jloruna, ITaposns, OnHOpa30BOro Napois) u
B Cllydae MX COOTBETCTBHs  WH(popmarmy,
conepxamieiicss B Cucreme MJIJITI, DnexrpoHHbIE
JNOKyMeHThl, moanucanusie [I9I1, cumtaroTcs
MOATIMCAHHBIMHU  HETIOCPEACTBEHHO y‘-IaCTHI/IKOM,
IPH 3TOM JaToi O(QOPMIICHUS TaKUX DIEKTPOHHBIX
JOKYMEHTOB SIBJIIETCS JaTa IMpPOCTaBJICHUS (BBOAA)
YuactHukoM IIpocToil 3J€KTpOHHON INOAIIMCU B
COOTBETCTBMH C ycnoBuAMHU CoriameHus.

Ilpn HecoBnageHUM MIACHTH(GHUKALMOHHBIX JaHHBIX
(Jloruna, Ilapoms, OpHopa3oBoro mapoisi) c
cogepkanmucs B Cucreme MJUJIIl  nanHBIMHE,
NIPEBBIIICHUN BPEMEHHBIX MEPHOIOB  JEHCTBUSA
OpHOpa30oBOro mapoist, OJIEKTPOHHBIA JOKYMEHT
IIPU3HAETCS HE MOJNUCAHHBIM Y YaCTHUKOM.
VY4acTHUK 00s13aH COONI0ATh KOH(PUACHIIHMATBHOCTD
uaeHTnUKauuoHHbX nanubix (Jlormna, Ilapos,
OpHOpa3oBOro  Mapods). YyacTHUK ~ HeceT
OTBETCTBEHHOCTh 3a MOCIEACTBHS HEOOECIIeUeHHUs
TaKOH KOH(pHUAEHINATIBHOCTH.

[pu xommpomerarmu [I9I1 (YdyacTHHMKY cTanm
M3BECTHBI CITy4ad MOAIHMCAHUSA TOKYMEHTOB O€3 ero
Begoma, Jlormn um (wnm) I[lapoms cramm W3BECTHBI
TPEThUM JIMI[AM, HHBIE CIy4ad, CBA3aHHbIE C
HETIPaBOMEPHBIM HCTIONBb30BaHNEM Jlnanoro
kabuneta YuactHuka B Cucreme MJJIII, a Takxke
I[I9I1) VYyactHuk  00s3aH  HE3aMEIIUTEILHO
yBemomuts 00 dToM OmepaTopa  CIEeTyFONIM
crIocoooM -TEKCTOBBIM COOOIIEHNEM Ha
AIEKTPOHHYIO TOYTY IO ajpecy: support@crpt.ru,
IpU 3TOM YYacTHUK 00f3aH caM MpPeKpaTHTh
ucnonp3oBanue [IDI1 1o MoOMEHTa TONydeHHS
otera oT Oneparopa U yperylInpoBaHus CUTYalNH.
B cirygae ecin YuactHuk He yBenommi OmepaTopa o
komnpoMeranm  [IDII, Bce  DIeKTpOHHBIE
JIOKyMEHTHI, TTOJJaHHBIE W TMOANMCAHHBIE OT UMEHH
Y4yacTHMKa B 3TOT  NEPHOJ,  CUHTAIOTCS
moamucanHpiMU [ID11 YdyacTHHKaA, a COBEpIICHHBIC
OmnepaTopoM Ha OCHOBAaHMM TaKHX OJIEKTPOHHBIX
JOKyMEHTOB OIEpaliid M JEHCTBHUS CUUTAIOTCS

4.1.

4.2,

4.3.

4.4,

The Participant signing the Electronic Document via
SES shall authenticate in the MDLP System using
the Login/Password and One-Time Password.

The evidence of the Participant's authentication in the
MDLP System, valid for dispute settlement in court,
shall be the presentation by the Participant of two
authentication factors in the MDLP System:

i. Authentication with Login and Password.
The Participant shall use the Login and
Password for successful authentication in
the MDLP System. The Login and Password
shall be set by the Participant in accordance
with the User Account Guide in the MDLP
System.

ii. authentication with a One-Time Password
generated by the MDLP System in
accordance with Section 5 of the
Agreement.

The MDLP system verifies the identification data
entered by the Participant (Login, Password, One-
Time Password) and, if they match with the
information contained in the MDLP System, the
Electronic documents, signed via SES, shall be
considered to be signed directly by the Participant,
and the date of registration of such Electronic
documents shall be the date of entering (input) of
basic electronic signature by the Participant in
accordance with the terms of the Agreement.

If the identification data (Login, Password, One-Time
Password) does not match with the data contained in
the MDLP System, or validity period of the One-
Time Password is expired, the Electronic Document
shall be recognized as not signed by the Participant.

The Participant shall keep confidential identification
data (Login, Password, One-Time Password). The
Participant shall be responsible for the consequences
of not providing such confidentiality.

When the SES is compromised (the Participant
became aware of cases of signing documents without
his/her knowledge, the Login and/or Password
became known to third parties, or other cases
associated with the unlawful use of the Participant’s
User Account in the MDLP System, as well as the
SES), the Participant shall immediately notify the
Operator by the following method: by a text message
to the following email address: support@crpt.ru; in
this case, the Participant shall stop using the SES until
a response from the Operator is received and the
situation is resolved. If the Participant has not
notified the Operator on the SES being compromised,
all Electronic documents submitted and signed on
behalf of the Participant during this period shall be
considered to be signed by the SES of the Participant,
and the operations and actions performed by the
Operator on the basis of such Electronic documents
shall be considered as completed (concluded) in
accordance with the Participant’s expression of will.



COBCPIICHHBIMHA (3aK.TIIO‘l€HHI)IMI/I) B COOTBCTCTBUH C
BOJICH3bSBICHUEM Y YacTHHKA.

5. Hopsnok popmupoBanus OgHOPa30BOro NapoJsi U

5.1

5.2.

6.1.

6.2.

6.3.

MOANMHCAHUS DJIeKTPOHHBIX JOKYMEHTOB
OpnHopa3oBbIil mapons co3paercss OnepatopoM npu
KaXJIOM  Cllydae  MOJNUCAHUS  YYaCTHHKOM
OJNEKTPOHHOr0 JIOKyMEHTa IPOCTOH 3JIEKTPOHHOM
TIOATIUCHI0 (HECKOJIBKUX AJIEKTPOHHBIX JOKYMEHTOB

(mamee - TmakeT OSJEKTPOHHBIX JIOKYMEHTOB),
MTOJIITMCHIBAEMBIX  OMHOBpPeMEHHO). OmHOpa30BbIi
napoib renepupyercs Cucremoit MIJIIT wu

HAMpaBJETCs] YUYaCTHUKY JIIOOBIM M3 CIIEIYIOIINX
CII0CO0OB:

5.1.1. otpaBKOil  TEKCTOBOro  cooOlieHHWs  Ha
ANEKTPOHHYIO noyTy NpE/ICTaBUTENS
VYyacTHUKa, yKa3aHHYIO B JIMYHOM KaOWHeTe
(mpoduie) monp3oBaTens ~ Y4yacTHHKa B
Cucreme MJJIII;

5.1.2. ormpaBkoii  CMC-coo0mieHuss Ha  HOMeEp
MOOHJILHOT'O TenedoHa IpEACTaBUTEIS
VY4yacTHUKA, yKa3aHHbIH B JIMYHOM KaOWHeTe
(mpoduie) mosnb3oBaTens ~ Y4yacTHHKa B
Cucreme MJIJIII.

OpHOpa30BbIil Mapoib IEHCTBYET B TEUEHHE CPOKA,
ompezensemoro OnepaTopom.

YyacTHUK BBOAUT MONXYy4YeHHBIH OTHOPA30BBIH
[IapoJib B CHELHAIBHOE 110JI€ U MOATBEP)KAaeT (PakT
O3HAKOMJIGHHsSI M cOIJlacusi ¢ TeKCToM JloKyMeHTa
IyTeM HaXKaTHs aKLEeNTYIoIeH KHONKH Ha Qopme
noxanucanus JlokymeHra.

6. Huble yciioBust
Kaxmas m3 Cropon 3aBepsier npyryio CTOpoHy, 4TO
UCIIONB3yeMble IIPOrpaMMHOE  O0OpYAOBaHHE U
CpelcTBa JOCTATOYHBI JUIA 3aIlIUTHl MHYOPMALUH U
OJIEeKTPOHHBIX JIOKyMEHTOB oT
JIOCTYyTIA,
MTOATBEPKACHUS
OJIEKTPOHHBIX JOKYMEHTOB.
Ilonnucanue YYacTHUKOM MPOCTOH 3JEKTPOHHOU
MOATIMCHI0O  DJIEKTPOHHOI'O0 JOKYMEHTa O3Ha4daeT
MOATBEPXKACHNE  YYACTHUKOM  JOCTOBEPHOCTH
CBEJICHMH, OTPaKEHHBIX B DJIEKTPOHHOM JOKYMEHTE,
B Ipezenax MOJIHOMOYMM Y4yacTHHKA.

HECAHKIIMOHUPOBAHHOI'O BHECCCHHUA

HSMCHGHHﬁ, IOJJIMHHOCTH

Ilonnucanue OmnepaTtopom YCUJIEHHOM
KBATM(UIIMPOBAHHONH  DIIEKTPOHHOH  TMOJIHCEHIO
DJIEeKTPOHHOTO JIOKYMEHTa B OTCYTCTBHE

BO3MOXKHOCTH IIPOBEPKHU AEHCTBUTENBHOCTH TAHHOU
DONEeKTpOHHOW TMOAIHICH CO CTOPOHBI YYaCTHHKA,
SIBJISIETCSL JIEMCTBHEM, PAaBHO3HAYHBIM MMOJIMUCAHUIO
IIpocToil »IEKTPOHHON MOANUCHIO M O3HAYAET
moaTBepxkaeHne  OmepatopoM  TOCTOBEPHOCTH
CBEJICHUH, OTPaXCHHBIX B DIIEKTPOHHOM JIOKYMEHTE,
B Ipefernax moxaomounit Omneparopa.

5. Procedure for generating a One-Time Password and

5.1

5.2

6.1.

6.2.

6.3.

signing Electronic Documents

A one-time password shall be generated by the
Operator in each case when the Participant signs an
Electronic Document via a basic electronic signature
(several electronic documents (hereinafter referred to
as the electronic documents package) signed at the
same time). The One-time password shall be
generated by the MDLP System and sent to the
Participant by any of the following methods:

5.1.1. by sending a text message to the email of the
Participant’s representative, indicated in the
User Account (profile) of the Participant in the
MDLP System;

5.1.2. by sending an SMS message to the Participant’s
representative, indicated in the User Account
(profile) of the Participant in the MDLP System.

The One-time password shall be valid for a period
determined by the Operator.

The Participant shall enter the One-time password
received in a special field and confirm the
familiarization with and acknowledgment of the text
of the Document by pressing the accepting button on
the Document's signing form.

6. Other conditions
Each Party shall assure the other that the software and
means used will be sufficient to protect information
and Electronic documents from unauthorized access,
introduction of changes, authentication of Electronic
documents.

Signing the Electronic Document by the Participant
via basic electronic signature shall mean the
confirmation by the Participant of accuracy of
information contained in the Electronic Document
within the powers of the Participant.

Signing the Electronic Document by the Operator via
enhanced qualified electronic signature without the
possibility to verify the validity of this Electronic
Signature by the Participant shall be an action equal
to signing via basic Electronic Signature and mean
the confirmation by the Operator of accuracy of
information contained in the Electronic Document
within the powers of the Operator.



6.4.

6.5.

6.6.

6.7.

6.8.

6.9.

6.10.

INognucanue OmnepaTtopom YCHJIEHHOU
KBAJM(UIIMPOBAHHON  3JIEKTPOHHOW  TOZIHMCHIO
OJIEKTPOHHOIO0  JTOKYMEHTa, OpH  HaJIU4YUH

BO3MO)KHOCTY HIPOBEPKH JIEHCTBUTEILHOCTH JTAHHOM
DJNEeKTPOHHOW MOAINUCH CO CTOPOHBI YYaCTHHKA,
SIBIISIETCS JIGWCTBUEM, PaBHO3HAYHBIM IOATMCAHUIO
IIpocToil 3MEKTPOHHOM TMOANMKUCHIO, W O3HAYaeT
noaTBepxaeane  OmepaTopoM  JOCTOBEPHOCTH
CBEJICHUH, OTPaYKEHHBIX B DJIEKTPOHHOM JIOKYMEHTE,
B npejienax noiHomounit Oneparopa.
JlokazaTenbCcTBaMu, NMPUTOTHBIMH TIPH pa3peleHuH
CIIOpOB B cyie, SBISIOTCS (ailiibl DJIEeKTPOHHBIX
JOKyMEHTOB,  TOJATBEPXKAEHHbIE  DJIEKTPOHHOM
noanuchio Yyacrauka u (unu) Oneparopa. CTOpOHEI
MOATBEPXK AT, 4TO (hopMupyembie OrmepaTopoM
cooOuIeHus, ¢bukcupyromnme nepenaay
DJIEKTPOHHOTO JOKYMEHTA, SIBISIOTCS FOPHIMYECKU
3HAYMMBIM  JIOKa3aTelbCTBOM  (haKTa mepenadu
DJIEKTPOHHOT O IOKYMEHTa Y4acCTHUKY, B TOM YHCIIe
B paMKax ﬂOFOBOpOB, 1 MOT'YT NPEABSBIISATECS B CYIAC
NP pa3pelieHu: CIIOpOB.
CTOpOHbI BIIpaB€ HCIIOJIB30BAaTh OAHY IIPOCTYIO WU
YCUIICHHYIO KBIM(HUIMPOBAHHYIO 3JEKTPOHHYIO
NoAMUCh JIA TOAIMCAHUA TIaKETa JJICKTPOHHBIX
IIpn
makeTa

JIOKyMEHTOB. HOJMUCAHUKM  DICKTPOHHON
HOIHUCHIO JJEKTPOHHBIX  TOKYMCHTOB
KaK/BIH 13 DICKTPOHHBIX TOKYMEHTOB, BXOSIINX B
9TOT MAKET, CYUTACTCS MOAMHUCAHHBIM DIICKTPOHHOM
noanuceio  mpexacraButedas CTOPOHBI,  KOTOPOW
MOJIHUCAH BECh MAKET JJIEKTPOHHBIX JTOKYMEHTOB.

Y4acTHUK 00s13yeTcs
OCYLIECTBISITH MPOBEPKY IOTHOMOYMHA Yy JIHII,
HUMEIOIIUX Pa3peIiCHHe OCYIIECTBILITh I[epeaady

CaMOCTOATEIIBPHO

ceenennii B Cuctemy MJUIIT or nmenn YdacTHHKa
npu 100aBIEHNN HOBBIX IOJb30BaTenell B Cucremy
MJIJIIT.

Y4acTHHUK HECET OTBETCTBEHHOCTD 32 HEHA UIE)KaIllee
YKa3aHME JaHHBIX CBOMX ITOJb30BaTenei B Cucreme
MIJII, wucnone3yromux IIpocTyro 31eKTpOHHYIO

TIOATINCH TSt TIOATTNCAHUS OJIEKTPOHHBIX
JOKyMEHTOB OT IMEHH Y YaCTHHKA.
OJEeKTPOHHBIH JOKYMEHT MOXET UMETh

HEOIrpaHUYC€HHOE KOJIHNYECTBO JK3EMIUIAPOB, B TOM

qUCiIe BBIITOJTHCHHBIX Ha MaIIMHOYHUTACMBIX

HOCHTENAX pa3nuuHoro Bupa. Jns cozmaHus
JIOTIOJIHUTENIBHOTO ~ OK3EMIUISpa  CYIIECTBYIOLIETO
DJEKTPOHHOTO JOKyMEHTa OCYILIECTBIISETCS
BOCIIpOM3BeicHHE HMH(opMaImy, coxepkameiics B
DNEeKTPOHHOM IOKYMEHTE, BMECTe ¢ DJIEKTPOHHOU
TIOATINCHIO.

VY4YacTHHK 3aBepsieT, YTO UM TTOJIy4€HO MHChMEHHOE
coryacue ¢busHIecKnx JIUIL (cyOBexToB
TIEPCOHATBHBIX JIAaHHBIX), IIEPCOHAJBHBIC JaHHbIE
KOTOPBIX MOTYT COJIEp)KaTbcsi B IONYyYaeMBIX
Omepatopom or VYuactHuka JlokymeHTax, Ha

6.4.

6.5.

6.6.

6.7.

6.8.

6.9.

Signing the Electronic Document by the Operator via
enhanced qualified electronic signature if it is
possible to check the validity of this Electronic
Signature by the Participant shall be equal to signing
by means of a Basic Electronic Signature and shall
mean the authentication by the Operator of the
information represented in the Electronic Document
within the Operator’s powers.

Proofs acceptable for resolving disputes in court shall
be the files of Electronic documents signed by
Electronic signature of the Participant and/or the
Operator. The Parties shall confirm that the messages
generated by the Operator that record the transfer of
the Electronic Document shall be legally relevant
evidence of transfer of the Electronic Document to
the Participant, including under the Contracts, and
may be presented for dispute settlement in court.

The Parties shall be entitled to use one basic or
enhanced qualified electronic signature to sign
electronic documents package. When an electronic
documents package is signed via an electronic
signature, each of the Electronic documents included
in this package shall be considered as signed by the
Electronic signature of the representative of the Party
who signed the entire Electronic documents package.

The Participant shall undertake to independently
verify the powers of persons authorized to transfer
information to the MDLP System on behalf of the
Participant when adding new users to the MDLP
System.

The Participant shall be responsible for the improper
indication of its users’ data in the MDLP System
using basic electronic signature to sign Electronic
documents on behalf of the Participant.

An electronic document may have an unlimited
number of copies, including those made on machine-
readable medium of various kinds. To create an
additional copy of an existing Electronic Document,
the information contained in the Electronic
Document shall be reproduced together with
Electronic Signature.

6.10. The Participant assures that he has received the

written consent of individuals (subjects of personal
data), whose personal data may be contained in the
Documents received by the Operator from the



00pabOTKy MX MEPCOHATBHBIX JAHHBIX, B TOM YHCIE
Ha ux 00pabotky OmepaTropom.

6.11. ITpu sTOoM B 1emsax HacTosero myHkra CornamneHus
«00paboTKa» MEepPCOHANBHBIX JAHHBIX O3HAYaeT, B
TOM 4YHClIe, WX cOOp, 3amKch, CHCTEMATH3ALMIO,
HAKOIUICHUE, XpaHCHHWE, YTOUHCHHE (OOHOBIICHHE,
N3MEHEHHE), U3BJICYCHHUE, HCII0JIb30BaHNE, IIepeiady
(pactipocTpaHeHue,  TNpEIOCTaBIEHHE,  JOCTYII),
00e3MuuBaHue, OsokupoBaHue, yllaJIeHue,
YHHYTOXKCHHE IEPCOHANBHBIX MAaHHBIX TMPU HX
00paboTke, Kak C WCIOJBb30BAaHUEM CPEICTB
aBTOMATHU3AlIUH, TaK U 0e3 HUX.

6.12. YuacTHHK 3aBepsieT, 4TO NPENOCTABUI CYyOBEKTaM
MEePCOHATTBHBIX JIAHHBIX uH(bOpMAIIHIO,
MIpeayCMOTpEeHHYI0 YacTeio 3 ctaTthu 18 3akoHa «O
MEPCOHATBHBIX JTAHHBIX).

6.13. OmnepaTop, MOMYYUBIINHN EPCOHATBHBIC TaHHBIC OT
VYuactHuka, cornacHo yactu 4 cratbu 6 3akoHa «O
MNEPCOHAJIBHBIX  JAaHHBIX» HE O6$I38.H nojry4yaTb
corjacue CyObeKTa MEPCOHANBHBIX MAHHBIX HA KX
00paboTKYy.

6.14. CtopoHBl MPUHUMAIOT Ha Ce0sl UCIOJHCHHE BCEX
00513aTENbCTB, BBITEKAIONIMX U3  DJIEKTPOHHBIX
JOKYMCHTOB, IIOAIMMCAHHBIX B COOTBETCTBUH C
HactosimuM CorareHueM.

6.15. CropoHsl 00s13yt0Tcsi HHGOPMHUPOBATH OPYT Ipyra O

HEBO3MOXKHOCTH ~ oOmeHa  JlokymeHTamMH B
JJIEKTPOHHOM BH/IE.

6.16. Cornamienue  peryjiupyercss W  TOJKyeTcsl B
COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuiickon
@eneparyin. CTOPOHBI TPENNPUMYT HEOOXOMMBbIE
Mepbl K TOMY, YTOOBI JIFOObIE CIOPHBIE BOIPOCHI
ObUTH yperyJIMpOBaHbl IyTeM IeperoBopoB. B
cilydae TONy4deHusl mpereH3un jodas n3 CTOpoH
o0s3ana B Teyenue 10 ([ecsitu) paboumx aHei c
JaThl €¢ TMOJYYCHUS PACCMOTPETh MPETECH3HI0 H
npezcTaButTh Apyroil CTOpOHE NPEIUIOKEHHUs 0 ee
YpEryIupOBaHHIO c yKa3aHHuEeM CPOKOB
yperyaupoBanusi. B ciaydae eciu CTOpOHBI He
MPUAYT K COTJIACHIO TIO CIIOPHBIM BOIPOCAM, JIF00O0M
BOIPOC, TPETEH3Hs WM CIIOP, BO3HUKAIOIIHE 10
Cornamenuio Wik B CBS3U C HUM (JIOTOBOPHOM WITH

BHEJIOTOBOPHON TIPUPOJIBI), peTynupyroTcs,
TOJKYIOTCS ¥ Pa3pemiaioTcsi B COOTBETCTBUH C
TpaXJaHCKUM u MIPOLIECCYaTbHBIM

3aKOHOAATENbCTBOM Poccuiickoit ®Pepepauuun B
ApOutpaxHoM cyze r. MOCKBEHI.

6.17. CornmamieHne BCTymaeT B CHIY W CTaHOBUTCS
obs3aTenbHBIM 111 CTOPOH C ATHI €T0 3aKITFOYCHHUS.

Cornamrenue 3aKJII0YEHO Croponamu Ha
HEOITpeIeICHHBIN CPOK.
6.18. Buecenune H3MEHEHUI B Coramenue

OCYHICCTBJIACTCA CTOpOHaMI/I MOCpEACTBOM oOMeHa
SHGKTPOHHLIMI/I JAOKYMCHTaMHU B
npeaAyCMOTPEHHOM HACTOAIIUM CornalieHueM.

MOPSIKE,

Participant, for the processing of their personal data,
including its processing by the Operator.

6.11. For the purposes of this clause of the Agreement,
“processing” of personal data means, without
limitation, its collection, recording, systematization,
accumulation, storage, clarification (updating,
changing), extraction, use, transfer (distribution,
provision, access), depersonalization, blocking
deletion, destruction of personal data during their
processing, both using automation tools, and without
them.

6.12. The Participant assures that he provided subjects of
personal data with the information required by part 3
of article 18 of the Law “On Personal Data” .

6.13. The operator who received personal data from the
Participant, in accordance with part 4 of Article 6 of
the Law “On Personal Data”, is not required to obtain
the consent of the subject of personal data to process
them.

6.14. The Parties shall assume the fulfillment of all
obligations arising from Electronic Documents
signed in accordance with this Agreement.

6.15. The Parties shall inform each other about the
impossibility of exchanging Documents in electronic
form.

6.16. The Agreement shall be governed by and construed
in accordance with the laws of the Russian
Federation. The Parties shall take the necessary
measures to ensure that any disputes are resolved
through negotiations. In the case of a claim being
received, any of the Parties shall consider the claim
and submit proposals to the other Party regarding the
settlement of this claim within ten (10) business days
from the date of its receipt. In the case that the Parties
failed to come to an agreement on disputes, any issue,
claim or dispute arising under the Agreement or in
connection with it (of a contractual or non-
contractual nature) shall be governed, interpreted and
resolved in accordance with the civil and procedural
laws of the Russian Federation in the Arbitration
court of Moscow.

6.17. The Agreement shall enter into force and become
binding on the Parties from the date of its signing.
The Agreement is concluded by the Parties for an
indefinite period.

6.18. Amendments to the Agreement shall be made by the
Parties via the exchange of electronic documents as
prescribed by this Agreement.



6.19. Cornamenune moanexut noanucannio CTopoHaMH B
¢dopMe eaAMHOTO JOKYMEHTa, COCTaBJIEHHOTO Ha
OymaxxauoM Hocutene B 2 (/IByx) sKk3zeMIUIsipax Ha
AHIVIMICKOM W PYCCKOM SI3BIKaX, IOIMNHCAHHOTO
COOCTBEHHOPYYHBIMH ITOJIHUCSMHE YIIOJTHOMOYEHHBIX
npencrasureneil CTOPOH M CKPEIIEHHOTO MeYaThio
(pu Hanmumy). [Tpy HaTMYUK IPOTUBOPEUNH MEKIY
BepcusiMu  Hactosimiero  CorvnaiieHusi, Bepcusl Ha
PYCCKOM SI3BIKE UMEET NMPEUMYILIECTBEHHYIO CHITY.

7. AJPECA U PEKBU3UTHI CTOPOH:

Yuacrauk / Participant:

IMosiHoe HauMeHOBaHUe HHOCTPaHHO# opranm3auuu / Full
name of the foreign company

Anpec B cTpaHe peructpaiuu (HHKopropamu) /

Address in the country of registration (incorporation):
PerucrpanmonHslii  HOMep B CTpaHe  pEruCTpallUH
(uakopmoparu) / Registration number in the country of
registration (incorporation):

Kon  mamorommatenpmyka B~ CTpaHe  PErHCTpaIiU
(uakopmoparuu) / Taxpayer number in the country of
registration (incorporation):

Tenedon / Telephone:

Anpec snektponHoi moutsl / E-mail:

Caenenus o muue, noanucasmeM Cornmamenue / Information
about the person who signed the Agreement:

JomxHocts (Mpu HamM4uH); (GamMuiInio, uMsl, 0T4ecTBO (TIpH
HAJIMYWH)  PYKOBOMWTENS ~ MHOCTPAHHOW  OpraHH3allvH,
MPaBOYCTAHABJIMBAIOIINA  JOKYMEHT  (PEKBH3HWTBI),  Ha
OCHOBaHMH KOTOporo oH aeiictByer / Position (if any); last
name, first name, patronymic (if any) of the head of the foreign
company, and the title document (with details) under which the
head is acting

IMpencTaBuTesib YY4acTHUKA — IOpPUANYECKOE JULO /
Representative of the Participant — the legal entity
IMosiHoe HauMeHoBaHue puaHyeckoro auua / Full name
of the legal entity

Mecro naxoxnenus / Registered address:

WHH / INN:

KIIIT / KPP

OI'PH/ OGRN:

Tenedon / Telephone:

Anpec snektporHoii moutsr / E-mail:

Caenenus o ymue, noanucasmeM Cornamenue / Information
about the person who signed the Agreement:

JTomxHOCTh (TIpY HANMYHHK), GaMUIHS, UMsl, OTIECTBO (IpH
HaJIMYKH), TPABOYCTAHABJINBAIOIINM TOKYMEHT HITH
noBepeHHocTh (Mx pexBusuThi) / Position (if any), last name,
first name, patronymic (if any), the title document or power of
attorney (with details)

6.19. The Agreement shall be signed by the Parties in the
form of a single document drawn up in hard copy in
2 (Two) copies in English and Russian, signed by the
authorized representatives of the Parties with
handwritten signatures and sealed (if any). In case
there are contradictions between the versions of this
Agreement, the Russian version shall prevail.

7. ADDRESSES AND DETAILS OF THE PARTIES:

Omneparop / Operator:
000 «Onepartop-LIPIIT» / Operator-CRPT, LLC
Anpec s xoppecriongeHimu: 123022, Poccuiickas

Oeneparust, r. MockBa, yi. Poumenbckas, 15, crtp. 16a,
busznec I1apk «Tpéxropuas Manydaxrypa»

Address for correspondence: 123022, Russia, Moscow,
Rochdelskaya Street, 15, build. 16a, Business Park
“Trekhgornaya Manufaktura”

WMHH / INN 7731376812

KIIIT / KPP 770201001

OI'PH / OGRN 1177746725925



IpeacraBuTesb Y4aCTHUKA 110 10BEPEHHOCTH —
¢pu3nueckoe auno / Representative of the Participant by
power of attorney — the individual

damuius, uMs, or4ecTBo (mpu Haaw4uu) / Last name,
first name, patronymic (if any)

Z[aHHBIe JOKYMCHTA, YAOCTOBEPAIOLICTO JINYHOCTH
(HaI/IMeHOBaHI/Ie JOKYMCEHTa, CEpusd, HOMEpP, JaTa BblAa4u U
kem BbiaH) / Identification document details (name of the
document, serial number, number, date of issue and issuing
authority):

Hosepennoctsb (Homep, aata) / Power of attorney (number,
date)

Anpec peructpanuu / Registered address:

Tenedon / Telephone:

Anpec snekTpoHHo# mouTtel / E-mail:

IMoamuce / Signature

[IpencraButens OO0 «Onepatop-LIPTIT» mo

JoBepeHHOCTH No  «_ » 20 roma/
Representative of Operator-CRPT, LLC by the power of
attorney Ne  dd.«_” 20

Damuus, uMs, otdecto (pu Hanunuuu) / Last name, first
name, patronymic (if any)

IMoamuce / Signature



